Embedded Sensors Project (ESP)

"The Operating System Is the Intrusion Detection System”

Benefits
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Future Research
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http://www.cerias.purdue.edu/homes/esp/
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What is a Sensor?

Small amount of
code inserted Into
OS and application

Monitors system and
program behavior
directly

Placed at critical
points in code

Detects an attack at
the point of
vulnerability

Minimal amount of
code changed/added

#ifdef ESP CVE 1999 245
1f(strlen(home env)>255)
esplog(“CVE 1999 245");
#endif
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