
Trust and Reputation Systems

Tutorial at IFIPTM 2009

Purdue University, June 2009

Audun Jøsang, UiO/UNIK ïQUT
http://persons.unik.no/josang/

http://persons.unik.no/josang/


a university for the worldreal IFIPTM 2009

Audun Jøsang
2

This presentation

ÅTrust and Security

ÅTrust classes and trust semantics

ÅPrinciples for building trust and reputation systems

ïNetwork architectures

ïComputation engines

ÅCommercial and online systems

ÅProblems and proposed solutions

ÅConcluding remarks 
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Soft security and basic 

trust concepts
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What is Security?

ÅGeneral definition of security:

ïProtection from danger

ï Oxford English Online Dictionary: http://dictionary.oed.com/

ÅTraditional definition of information security:

ïPreservation of confidentiality, integrity & availability of 
information

ï ISO/IEC 27001:2005 Specification for an Information Security Management System 

ïAssumes that the owner of information resources
Ådefines a security policy (explicitly or implicitly)

Åimplements measures to preserves CIA properties
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Gap analysis of security and 

information security

Security
Information 

Security
Protection against:

ÅLow quality services

ÅMisrepresentation of services

ÅIncorrect information

ÅFraud

Soft Security
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Soft Security

ÅImpossible to define security policies for open 
communities

ÅCommon ethical norms instead of security policy

ïCan be partly formal and partly dynamic/collaborative

ÅDefinition:

ïAdherence to common (ethical) norms

ÅStimulates the quality of communities in terms of  
ethical behaviour and integrity of its members

ÅEnforced by collaborative mechanisms such as 
trust and reputation systems
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Two definitions of trust

ÅEvaluation trust

ïThe subjective probability by which an individual, A, 

expects that another individual, B, performs a given 

action on which its welfare depends. (Gambetta 1988)

ÅDecision trust

ïThe willingness to depend on something or somebody 

in a given situation with a feeling of relative security, even 

though negative consequences are possible. (McKnight 

& Chervany 1996)
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Would you trust this rope?

For what?

To climb down from the 3rd floor window of a house

The rope looks very old

Fire drill: No! Yes!Real fire:
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Trust is a relationship

ÅTrusting party

ïAlso called 

Åñrelying partyò

Åñtrustorò

ïIs in a situation of

ÅDependence

ÅTrusted party

ïAlso called 

Åñtrusteeò

ïIs in a situation of

ÅPower

ÅExpectation to deliver

trust
Agent

Agent

Object
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Two sides of trust management 

Trusting party

Wants to assess and 

make decisions w.r.t. 

the dependability of the 

trusted party for a given 

transaction and context

Trusted party

Wants to represent

and put in a positive 

light own competence, 

honesty, reliability and 

quality of service. 

assessment

marketing
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An interpretation of reputation

ÅReputation is what is generally said or believed 
about a personôs or thingôs character or 
standing. (Concise Oxford Dictionary)

ï(Reputation of B)= Average[Reliability Trust in B]

ÅReputation is public.

ÅReputation is communicated by people who 
donôt necessarily adopt it.
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Reputation and trust

REPUTATION

ÅPublic info

ÅCommon opinion

ÅNot necessarily 

objective

TRUST

ÅBoth private and 
public info

ÅPrivate info carries 
more weight

ÅSubjective

ÂñI trust you because of your good reputationò

ÂñI trust you despite your bad reputationò
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Extrinsic and intrinsic trust

Extrinsic Factors

ÅCognitive

ÅObserved

ÅRecommendation

ÅReputation

ÅExternal evidence

ÅEasy to fabricate

Intrinsic Factors

ÅAffective

ÅExperienced

ÅIntimate 

relationship

ÅInternalised 

pattern

ÅTake time to build

ÅOverride extrinsic
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A model for e-commerce trust

Confirm Trust

Adapted from: Cheskin 1999

Unaware

Build Trust

Trial 
Threshold

Maintain Trust

Purchase 
Threshold

Habit
Threshold

Untrusted
Phase

Extrinsic
Trust

Intrinsic
Trust

Time Duration

Browse
Consider

Transact



a university for the worldreal IFIPTM 2009

Audun Jøsang
15

We trust what we depend on

Trust in people 
& organisations

Trust in ICT

Trust in legal,
social and market

institutions
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Trust as an abstract security layer

Security mechanisms

Security services

Dependability, risk management, decisions

CIA (confidentiality, integrity, availability), 
authentication, non-repudiation

Crypto, firewalls, access control etc.

Trust

Uptake of IT and the Internet for 

economic and social prosperity
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Trust as assumptions and primitives

Trust assumptions and primitives

Security mechanisms

ǒAlgorithm strength

ǒPassword confidentiality

ǒPlatform security

ǒCertificates and credentials

ǒTokens and attributes

CIA properties, authentication, non-repudiation

Crypto, firewalls, access control etc.

Sec.

services
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Why is the term ñtrustò so popular?

ÅMetaphorical trust expressions
ïIT security people like metaphors:

ÅE.g. firewall, honeypot, virus, Trojan horse, digital signature

ïTrust expressions serve as simple metaphors for complex security 

concepts, e,g. , é, trusted code, circle of trust, é

ÅTrust has very positive connotations
ïTrust expressions are ideal as marketing slogans

Trust expressions are difficult to intuitively 
understand
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Trust Expressions in IT security

Trust management

Trusted system

Trusted Computing Base

Trust negotiation

Trusted Third Party

Trusted computing

Trusted code

Circle of trust

Trust provider

Trust bar

Trustworthy computing

Trust ecology

Trusted Platform Module

Trust system

Computational trust

Trust anchor

Trust model

Trust metric

End-to-end  trust
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Trust management and access control

ÅIdea: ñWho can I trust to access my resources?ò

ÅTrusted user = authorized user

ÅTrusted code = code running as system

ÅUntrusted code = code running in a sandbox

ÅAccess credentials can be exchanged and 
evaluated mechanically trust negotiation

ÅAccess authorization can be delegated in a 
transitive fashion transitive trust
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Trusted Computing

ÅIdea: Software canôt be trusted, hardware can

ïCurrent paradigm: Security rooted software

ïTC paradigm: Security rooted in hardware

Å1999: Trusted Computing Group (TCG)

ïTrusted Platform Module (TPM) specification

Å2001: Production of TPM chip

Å2002: Microsoft announces Palladium platform

ï2005: Next Generation Secure Computing Base (NGSCB)

Å2006: Limited trusted computing in Vista

ïDisk encryption based on TPM (trusted platform module)

Å2009: TPM in almost all PCs, not yet in mobiles
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Trusted Computing à la TPM

Keys

Hash Values:

Apps

Drivers

OS

Kernel

BIOS

App 1 App 2 App 3 App 4 App 5

Driver 1 Driver 2 Driver 3

OS

Kernel

BIOS

Hash & 

compare

Report to third party

(measuring)

(remote attestation)

Content providers

Application owners

Sys/Network admin

TPM

Decrypt content
Film, 

music,  

data(sealed storage)

Secure booting BIOS Kernel OS é Functions
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What trusted computing can do

ÅCan

ïPrevent booting with tampered software

ïSupport identification and authentication of computer

ïPrevent unauthorized processing of content (DRM)

ÅLimitation

ïRequires static software so hashes donôt change

ïCan not prevent changes of software in RAM

If you want to do DRM on a PC, you need to 

treat the user as the enemy.
Roger Needham

Former director, Microsoft Research Europe
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Perception and reality;

The subjective perspective

Perceived security

Real security

High

Low

Insecure Secure

InconvenientConvenient

Trusted  

Distrusted

Forces:

Åmarketing
Åempirical

Årisk mgmt
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Real and perceived security

ÅOpposing forces

ïMarketing 

ïEmpirical  

ïRisk Mgmt  
Perceived security

Real security

High

Low

Insecure Secure

Web security

ca. 2000

ca. 2009
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Real security is bad  for e-business

Åe-business revolution not possible with real security

ÅThank God the Internet isnôt secure

=

Real security

e-B
u
s
in

e
s
s

Functionality

e-B
u

s
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e
s
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Real security
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Perceived security is good for e-business

Trust

e-B
u
s
in

e
s
s

+

Perceived security

T
ru

s
t =

Perceived  security

e-B
u
s
in

e
s
s

Åe-business growth needs perceived security
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e-Business growth potential

Real security

F
u

n
c
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n
a
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+

Functionality
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u
s
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=

Real & perceived 

security
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u
s
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+

Trust
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e
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Perceived security
T
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Assuming that 

Real = Perceived
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Trust classes and semantics
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The trust scope: What we trust

Service provision trust
ïRelying partyôs trust in services and 
service providers.

Access trust
ïService providerôs trust in users

Identity trust
ïBelief that an entityôs identity is as 
claimed

Delegation trust 
ïTrust in a agent to make trust 
decisions on behalf of the relying party

Context trust
ïBelief that the necessary systems and 
institutions are in place in order to 
support a transaction that involves risk 

Trust scope classes: 
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Aspects of trust
ÅTrust scope

ïFunction that the relying party depends on and trusts

ÅFunctional trust:

ïThe trusted party performs the function

ÅReferral trust:

ïThe trusted party recommends a party (who recommends 

a party) that can perform the function

ÅDirect trust:

ïFrom direct experience

ÅIndirect trust:

ïFrom recommendations
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Trust transitivity

Direct   
referral trust

Recommendation

Direct 
functional 
trust

Indirect functional trust

2

3

4

1

Thanks to Bobôs advice, 

Alice trusts Eric to be a 

good mechanic.

Eric has proven to 

Bob that he is a 

good mechanic.

Bob has proven to Alice that  

he is knowledgeable in matters   

relating to car maintenance. 

Eric

Bob

Alice
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Additional aspects of trust

ÅTrust measure: 

ïBinary (e.g. ñTrustedò, ñNot trustedò)

ïDiscrete (strong-, weak-, trust or distrust)

ïContinuous (percentage, probability, belief)

ÅTime: 

ïTime stamp when trust was assessed and expressed. 

Very important as trust generally weakens with 

temporal distance.
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Valid transitive chains
ÅEvery leg in the chain contains the same trust 

scope [ ]. (It doesnôt make any sense otherwise!)

ÅThe last trust link is direct functional trust [df ].

ÅAll other trust links are direct referral trust [dr ].

dr dr df

A B C D

if



a university for the worldreal IFIPTM 2009

Audun Jøsang
35

Trust transitivity

Trust is diluted in a transitive chain.

trust trust trust

rec. rec.

diluted trust

A B C D

Graph notation: [A, D]  = [A, B] : [B, C] : [C, D]

Can be computed with the transitivity operator

Explicit notation: [A, D, if ] =  [A, B, dr ] : [B, C, dr ] : [C, D, df ]



a university for the worldreal IFIPTM 2009

Audun Jøsang
36

diluted trust

Trust fusion

Strengthens trust 
confidence

trust trust

rec.

rec.

Graph notation: [A, D]  =  ([A, B] : [B, D]) ([A, C] : [C, D])

A D

B

trust trust
C

Computed with the fusion operator of subjective logic

concentrated 
trust
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Indirect referral trust

2

2

3

3

1

1

A

B

C

D E

trust

rec.

Reality: ([A, B] : [B, D] : [D, E])  ([A, C] : [C, D] : [D, E])

incorrect trust
4

DANGER

Perceived                                            ([A, B] : [B, E])  ([A, C] : [C, E])
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Hidden and perceived topologies

A

B

C

E

Perceived topology: Hidden topology:

([A, B] : [B, E])  ö([A, C] : [C, E])  

([A, B] : [B, D] : [D, E]) ö([A, C] : [C, D] : [D, E])

A

B

C

E

D

D

(D, E) is taken into account twice
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Correct indirect referral trust

correct trust
2

1

1

1

A

B

C

D E

trust

rec.

Perceived andreal 
topologies are equal: ( ([A, B] : [B, D])  ([A, C] : [C, D]) ) : [D, E]

SAFE
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PKI and trust transitivity

Trust in public keys  (explicit through certificate chaining)

Trust in CAôs (implicitly expressed through policies)

 

UserD

CA B

CA C

CA A

 

 

 

UserE 
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PKI identity trust 

=

1 2

3

6

5

8

4

7

Self-signed root certificate

for out-of-band distribution 

to relying parties

Intermediate CA certificate

User certificate for online 

validation by relying parties

Verified 

trust

Dig.signing.

Root CA

Out-of-band trust

Intermediate CA

Out-of-band trust

User



a university for the worldreal IFIPTM 2009

Audun Jøsang
42

Simple certificate validation

1

2

Roor CA self-signed certificate

Intermediate CA certificates

User certificates

Initial out-of-band trust

Derived online trust

Relying 

party



a university for the worldreal IFIPTM 2009

Audun Jøsang
43

Multi PKI environment

1

2

Roor CA self-signed certificates

Intermediate CA certificates

User certificates

Initial out-of-band trust

Derived online trust

Relying 

party
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PKI with Validation Authority

2

3

1

Roor CA self-signed certificates

Intermediate CA certificates

User certificates

Out-of-band trust

Derived online trust

Relying 

party

Initial     

out-of-band 

trust

Validation Authority
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PGP web of trust  

 

PKI with unstructured web of trust

ÅUni- and/or bidirectional between arbitrary agents.

ÅNo difference between CA and user.

ÅNot generally possible to authenticate all users.

ÅExample: PGP

ïPretty Good Privacy



a university for the worldreal IFIPTM 2009

Audun Jøsang
46

PGP trust model

ÅOwner Trust: trust in the owner of a public key 

ÅSignature Trust: trust in received certificates

ÅKey Validity: trust in a public key

Åalways trusted

Åusually trusted

Ånot trusted

Åunknown trust

Owner Trust:

Signature Trust:

Åcomplete

Åmarginal

Åundefined

Key Validity:
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PGP trust derivation overview

Received certificate 

(Signature Trust)

Certificate 

signed by me

My key 

ring

Me

My key
Signer (Owner 

Trust)Signerôs key 

(Key Validity)

3rd Pty

3rdPtyôs key

3rd Pty (Owner Trust)

3rdPtyôs key 

(Key Validity)
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PGP trust derivation rules

1. Key Validity of received certificate signature key must be 
complete.

2. Signature trust := Owner Trust of signer

3. Owner trust of new key is manually set by Me 

4. Key validity of new key is computed with Signature Trust 
values from one or several received certificates

5. By default PGP requires one always trusted or two 
usually trusted signatures in order to assign complete 
Key Validity

ÅAn insufficient number of always trusted or usually trusted 
signatures gives marginal Key Validity,

ÅWith no usually trusted signatures, Key Validity is se to undefined
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Principles for building trust and 

reputation systems
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Online v. brick and mortar world

ÅCommunication of trust information often 
restricted to local community in the real world

ÅThe online world currently provides very little 
reliable trust evidence

Availability and 
richness of trust 
evidence

Efficiency of 
communication 
and processing

Brick & mortar Good Poor

Online Poor Good
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Basis for trust and rep. systems

ÅFocus on the trust evidence and on the methods 
for collecting this information

ïFind substitutes for traditional information used in 
physical world

ïCreate new types of evidence 

ÅExploit the efficiency of IT and the Internet for

ïCollection of information

ïProcessing

ïDissemination
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Market Efficiency Experiment

Source: Bolton,Katok,Ockenfels,2002
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Simulation of the effect of reputation 

systems on e-markets
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honesty

honesty

reputation

reputation & honesty

No 
ratings

Permanent 
ratings

Ageing 
ratings

ÅSelling and buying 

software agents.

ÅProgrammed to 

maximize profit by 

being dishonest.

ÅReputation system 

enforces honesty

reputation
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Trust/Reputation System Categories

Private Scorers Public Scores

Transitivity Trust systems, 

e.g. 

Rummble.com

Public trust 

systems, e.g. 

PageRank

No transitivity Private reputation 

systems, e.g. 

customer

feedback analysis

Reputation 

systems, e.g. 

eBay.com
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Applications

Åe-Auctions

ÅSocial websites

ÅOnline markets: B2C, B2B, C2C

ÅP2P networks

ÅSoftware agent communities

ÅContract negotiations

ÅWeb service search and selection

ÅSpam filtering
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Centralised reputation system

Reputation Centre

F B

A E

D B

A C

a) Past

Reputation Centre

b) Present

Past transactions

A G

Ratings

A B

Potential transaction

Reputation 

scores
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Distributed reputation system

D B

A C

A E

F B

A G

Past transactions

a) Past

A B

Potential transaction

b) Present

D

F G

E

C

Ratings
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P2P networks

Å P2P Networks: servent = server + client

Å Search phase: discover resources

ï Centralised: e.g. Napster, with central directory

ï Pure distributed: Gnutella, Freenet

ï Semi-distributed: FastTrack, KaZaA, grokster, with 

distributed directory servers

Å Download phase: get the resources

Å Problems

ï Spreading malware

ï Free riding

ï Poisoning
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Gnutella example

ÅPure distributed search phase

QueryHitQueryHit

QueryQuery

Q
u
e
ry

Q
u
e
ry

Query

Q
u
e
ry

Q
u
e
ry

Q
u
e
ry

Q
u
e
ry

Query
A B




